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1. Introduction

In today’s corporate environment, there is often a gap between corporate privacy policies and actual
data handling policies. By enabling an organization to formalize its privacy policies with respect to
data handling, Privacy Rights Markup Language (PRML) helps solve this problem.

PRML is an XML-based language that allows for the definition of objects- roles, operations, data
groups, subjects, purposes, constraints, actions and transformations- and a mechanism for linking
these objects together to form PRML privacy declarations. A Declaration specifies that a role can do
an operation on a data group belonging to a subject for a purposeif (optionally) certain constraints are
satisfied. It can also optionally specify that an action should take place immediately after this occurs
and that the data element should be subject to a transformation before the operation can occur. A
privacy policy isa collection of such PRML declarations.

Some examples of policiesthat can be encoded in PRML are:

A practicing physician can read and update a patient’s medical file only if sheis the patient’s
doctor. The doctor can share the file with the lab for analysis. When the file is shared, the age
of the patient must be generalized. When the file is shared, the patient must be notified.

When a PRML document is modified (and thus a privacy policy changed), al current
customers must be natified.

1.1. Goals and Capabilities

1.1.1. Expressiveness

PRML's flexible design supports a wide-range of corporate

1.1.2. Multiple PRML Files

A mechanism for inter-PRML file referencing is specified. A PRML file may specify the data handling
policies for objects which are defined in multiple PRML files. For example, one PRML file may
contain objects associated with the activities of the marketing department while another contains
objects associated with the activities of the customer care department. A third file may contain
declarations that refer to the objectsin the other two files through URI references (see chapter 1.3).

1.2. Examples

Examples of several of the concepts introduced thus far are provided below.
An example of aroleis: physician.
An example of an operation is: view.
An example of apurposeis: providing medical care.

An example of a data group is. a medical record containing the patient’s name, address and
medical condition.

An example of asubject is: a Canadian patient.

An example of aconstraint is: the physician is the patient’ s doctor.
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An example of an action is: the patient is notified via email when her record is accessed.

An example of atransformation is. the patient’ s age is rounded to the nearest decade.

An example of a declaration is: A physician can view medical records belonging to Canadian
patients for the purpose of providing medical care if the physician is the patient’s doctor.
The patient is notified via email when this occurs. The patient’s age is rounded to the nearest
decade in this circumstance.

1.3. Terminology

PRML Declaration A statement that establishes a permissible relationship between PRML objects.

PRML Object

PRML File

PRML Document

URI Reference

Cardinality

A role, operation, data group, subject, data attribute, data field, purpose,
constraint, action, or transformation. PRML declarations refer to these objects to
specify PRML Declarations.

An XML file containing a complete or incomplete set of PRML object
definitions and/or declarations.

(Also referred as PRML policy): A PRML File or collection of PRML Files
containing a complete set of declarations and objects definitions.

A URI Reference consists of a relative or absolute URI, followed by a hash sign
(#) and a fragment identifier:{ absolute URI | relative URI}#fragment identifier.
The URI refers to a PRML file and the fragment identifier refers to a PRML
object within that file. Note that to refer to a fragment (PRML object) in the
current file, the URI reference may start with the hash sign.

Cardinality defines how many instances of an element type are permitted. The
minimum and maximum number of instances are separated by “..”. For example,
zero or one instance of an element type is stated as “0..1”. Zero or more
instancesis stated as“0..*".

1.4. Notation used in the Document

UML Notation

XML Notation:

The objects and attributes of a PRML policy document are described informally
in this specification with Unified Modeling Language (UML) static object model
diagrams. The UML object diagrams capture the information and relationships,
which are then represented in an XML format according to Document Type
Definition (DTD) files. The UML class diagrams capture the object types
(classes), their attributes, the attribute types, and the relationships between
classes.

<Text in Couri er>isused to represent portions of an XML file.
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2. Document Structure

A PRML document is composed of four sections: the RDF Header, the Object Dictionary, the Data

Schema and the Declaration Set.
1
4PRML Document/@»
1
K 2 2
1 1 1 1
RDF Header Dictionary Data Schema Declaration Set

Figure 1 - PRML Document Static Diagram
The following is a sample outline for aPRML document.

Example:
<?xm version="1.0" ?>
<I DOCTYPE prm SYSTEM "PRML DTD/ prm -v1.0.dtd">
<prnm >
<RDF>
</ RDF>
<di cti onary>

<rol e-set >

</rol e-set>
<oper ati on-set >

</ operation-set >
<pur pose- set >

</ pur pose- set >
<constraint-set>

</ constraint-set>
<transformati on-set >

</transformation-set>
<action-set>

</ action-set >
</di ctionary>

<dat a- schema>
<dat a-fi el d-set >

</ data-field-set>
<dat a- gr oup- set >

</ dat a- gr oup- set >
<attribute-set>
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</attribute-set>
<subj ect - set >

</ subj ect - set >
</ dat a- schena>

<decl arati on-set >
</ decl arati on-set >

</prm >

2.1. Sections of a PRML Document

Header

The Header section of the document encapsulates the meta-data about the document, including the
author, title, and creation date. The Resource Definition Framework (RDF)
(http://www.w3c.org/RDF) XML schemais used to represent this information.

Dictionary

The Dictionary section is a collection of definitions of objects that may be used in a policy declaration.
This includes Roles, Operations, Purposes, Constraints, Transformations, and Actions. Together with
the Subject and Data Group objects defined in the Data Schema, these are the only objects a PRML
policy may refer to. For further details, refer to chapter 3.

Data Schema

The Data Schema section of the document is an inventory of data elements, and their useful aggregates
which are used to define policies. For further details, refer to chapter 4.

Declar ation Set

A privacy policy consists of a collection of declarations. Each declaration describes a relationship
between the objects declared in the dictionary and a set of data elements. For further details, refer to
chapter 5.

2.2. Elements Common to all PRML Objects

PRML Objects have several attributes, represented as XML elements. While different PRML Objects
have different elements, certain elements are common to all Objects. These common elements include
<nane>, <descri ption>, <inplementation>, and unique object identifier (<oi d>) elements.
Refer to Table 1 for further details.
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Table 1 - Elements Common to all PRML Objects

Element Description Datatype Cardinality

oid A unique object identifier- must be unique among String 1
al PRML Objects.

nane Human readable name. String 0.1
description Human readable description. String 0.1
i mpl enentation  An opaqueimplementation string. Further String 0.1
explanation is found in the descriptions of each
object.
properties A set of name/value pairs. Thesepairscanbeused  Property Set (set of 0.1
to extend the language for specific applications. name/value pairs)

The <i npl enent at i on> element requires further explanation. This string is used by an application to
enforce the privacy policy as specified by the PRML Declarations. For Roles, this string can identify a
database role. For Operations, this string can specify a database operation, such as read, update, delete,
or insert. For Purposes, this string can identify a database application that has this purpose. For
Congtraints, Actions, Transformations, and Data Attributes, this string can gpecify their
implementation. For Data Fields, this string can specify their actual location, such as a column in a
database or a filing cabinet in an office). The format of this string is not specified; it is up to the
application to determine the format.
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3. Object Dictionary

The Object Dictionary is a collect of definitions of objects that may be referred to by a PRML
Declaration. Figure 2 shows the data model of the PRML Object Dictionary.

-extends * -extends * -extends *

Static Role Operation Purpose
Objects = * *
* * *
1 1 1
Role Set Operation Set Purpose Set
1 1 1
1
1
14 Dictionary @
) o @i
1
1
1 1 1
Constraint Set Transformation Set Action Set
1 1 1
W P « | T TTTTT
Active Constraint Transformation Action
Objects

Figure2 - PRML Dictionary Static Diagram

The Object Dictionary consists of Static Objects- Roles, Operations, and Purpose- and Active Objects-
congtraints, transformations, and actions. A description of the attributes specific to each object, and
corresponding examples for each object type follow.

3.1. Static Objects (Roles, Operations, and Purposes)

PRML Static object types include Roles, Operations, and Purposes. Each of these object types
represents a static hierarchy (in the form of a directed acyclic graph) for the corresponding logical
entitles. In addition to the elements common to all PRML Objects (see Table 1), Table 2 describes an
additional element common to all Static Objects.
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Table 2 — Additional Attributes Common to all PRML Static Objects

Element Description Datatype Cardinality
ext ends URI reference(s) to the base object(s) URI Reference 0.*
3.1.1. Roles

Examples of roles include ‘customer care representative’, ‘customer care supervisor, and ‘database
administrator.” PRML does not include the concept of ‘user’. Instead, all users play a particular role or
roles at any given moment. PRML distinguishes users by their roles because privacy policies are
created in terms of roles. A policy grants or, by not explicitly granting, prohibits access to a certain
role, regardless of which specific user happensto be playing that role.

One role can extend multiple other roles. If a role X extends a role Y, then the existence of a
declaration containing a reference to role Y implies that the declaration also applies to role X. For
example, if the customer care supervisor role extends the customer care representative role, and a
declaration exists granting permission for a customer care representative to perform an operation, a
customer care supervisor isimplicitly granted this same permission.

Example:

<rol e-set>
<rol e>
<oi d>ROLE- 001</ oi d>
<nanme>CUSTOMVER CARE_REP</ nane>
<description>Custoner care representatives are users in the Custoner
Care Departnent.
</ descri ption>
<i npl enent at i on>DB2CUSTOVERDB. ROLES. CUST_CARE_ROLE</ i npl enent ati on>
</rol e>
<rol e>
<0i d>ROLE- 002</ oi d>
<name>CUSTOMVER CARE_SUPERVI SOR</ nane>
<descri pti on>Cust omer care supervisors are extensions of custoner care
representatives. </ description>
<ext ends>#ROLE- 001</ ext ends>
</rol e>
</rol e-set>

3.1.2. Operations

Examples of operations include ‘read’, ‘update’, ‘delete’, ‘send email,” and ‘send surfing profile to ad
network.’

Similar to roles, operations may form a hierarchy using the <ext ends> element. However, the
relationship is dlightly different. If an operation X extends an operation Y, then the existence of a
declaration containing a reference to X implies the existence of a declaration with a reference to Y.
(Note that in the case of roles, the existence of a declaration with areferenceto Y implies the existence
of a declaration with a reference to X.) For example, if sending an email extends reading (an email
address from a database) and a declaration exists granting permission for a role to send an email, the
sameroleisimplicitly granted permission to read (an email address from a database).
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Example

<oper ati on-set >
<oper ati on>
<oi d>OPERATI ON- 001</ oi d>
<nanme>Read</ nanme>
<i npl enent at i on>SELECT</i npl enment ati on>
</ operati on>
<oper ati on>
<oi d>OPERATI ON- 002</ oi d>
<nanme>Send an emai | </ nanme>
<ext ends>#OPERATI ON- 001</ ext ends>
</ operati on>
</ operation-set >

3.1.3. Purposes

A Purpose object provides the context for performing an operation on some data. A declaration can
indicate that an operation is permitted only if the operation is executed for a specific purpose.

Similar to roles and operations, purposes may form a hierarchy using the <ext ends> element. The
direction of the implied relationship is the same as for roles. If a purpose X extends a purpose Y, then
the existence of a declaration containing a reference to Y implies the existence of a declaration with a
reference to X. For example, if raising awareness about a certain product ABC extends marketing, and
a declaration exists granting permission for a role to perform an operation for the generic purpose of
marketing, the same role is implicitly granted permission to do the same operation for the purpose of
raising awareness about product ABC.

Example:

<pur pose- set >
<pur pose>
<o0i d>PURPCSE- 001</ oi d>
<name>Mar ket i ng</ name>
</ pur pose>
<pur pose>
<oi d>PURPCSE- 002</ oi d>
<nanme>Rai se awar eness about product ABC</ name>
<ext ends>#PURPCSE- 001</ ext ends>
<i npl enent ati on>Si ebel _CRM Syst enx/ i npl enent ati on>
</ pur pose>
</ pur pose- set >

3.2. Active Objects (Constraints, Transformations, and
Actions)

PRML Active Objects are Constraints, Transformations, and Actions. Each of these object types
represents run-time procedures for specifying, respectively, when a particular policy statement is in
effect, what filters should first be applied to the data, and what obligatory procedure should be initiated
immediately after the transaction. Active Objects contain only the elementsin Table 1.
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3.2.1. Constraints

All constraints referred to by a declaration must be satisfied for the operation to be considered
permissible. A constraint in a PRML document contains a label. This label should refer to a function
returning a Boolean value. The binding mechanism between a PRML document and the runtime
environment is out of the scope of this specification.

Example:

<constraint-set>
<constraint >
<o0i d>CONSTRAI NT- 001</ oi d>
<name>Consent has been granted by the user referred to by the data
el ement </ name>

<i npl enent ati on>Or acl eDB. St or edPr ocs. | sConsent </ i npl ement ati on>
</ constraint>
</ constraint-set >

A declaration can contain a reference to CONSTRAINT-001, to indicate that, for example, arole can
perform an operation on a data element only if consent has been granted by the user referred to by the
data element. The <i npl enent ati on> element ‘OracleDB.StoredProcs.IsConsent’ refers to a
function that returnstrue if the declaration should be permissible and false otherwise.

The inclusion of Constraints allows PRML to be very expressive. A Constraint can be used to make a
declaration dynamic, changing permissiveness based on the data itself. For example, using a
Constraint, an Operation as referred to in a Declaration may be permissible for one customer’s data,
but not another’s. One such example iswhen consent is required to perform an operation.

3.2.2. Transformations

When a declaration refers to a data-access operation, an optional transformation object can be used to
determine how the data should be changed prior to delivering it to the requesting user. For example, a
declaration can request the age be rounded to the nearest decade before a particular role can read the
data. As for congraints, the <i npl ement at i on> element refers to a function that implements the
transformation.

Example:

<transformati on-set >
<transfornati on>
<0i d>TRANFORMATI ON- 001</ oi d>
<name>Round Age</ nane>

<i npl enent ati on>Or acl eDB. St or edPr ocs. RoundAge</ i npl enent at i on>
</transformation>
</transformation-set>

3.2.3. Actions

Actions are procedures which are executed whenever a declaration is determined to be in effect. A
specific declaration is in effect it makes the current transaction permissible. More than one declaration
(but never zero) may be in effect for one transaction. If more than one declaration is in effect, all
actions referred to by each declaration that is in effect must be executed. In the case of multiple
Actions, the order of execution is not specified. As for Constraints and Transformations, the
<i npl ermrent at i on> element refers to an abstract function that implements the action.
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Example

<action-set >
<action>
<oi d>ACTI ON- 001</ oi d>
<name>Noti fy user<nane>
<i npl enent ati on>Or acl eDB. St or edPr ocs. SendEmai | </ i npl emrent at i on>
</ action>
</ action-set>
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4. Data Schema

The data representation model used in PRML provides a layer of abstraction between the logical
structure of the data and its physical representation in a data store. Figure 3 demonstrates the logical
relationship between the data schema elements.

Subject -is distinguished by
>——
* *
* -is composed of
Attribute
1
Data Group -contains
* <>
* *
* -contains
Data Field

Figure 3 - PRML Data Schema Static Diagram

Four objects exist in the Data Schema: Data Fields, Data Groups, Data Attributes, and Subjects. Data
Groups are aggregations of Data Fields and other Data Groups, while Subjects associate a Data Group
with a Data Attribute. For example, a Data Group named ‘ customer contact information’ may consist
of the Data Fields ‘customer name,” ‘email address,’ and ‘country.” A Subject ‘Canadian customer’
may link the Data Group ‘ customer contact information’ with a Data Attribute ‘ country is Canada.’

Example:

<dat a- schema>
<dat a-fi el d-set >
<data-fiel d>
<oi d>DATA- FI ELD- EMAI L</ oi d>
<i npl enent ati on>DB2. CUSTOVER _TABLE. EMAI L_COLUMN</ i npl enent ati on>
</data-field>
<data-fiel d>
<o0i d>DATA- Fl ELD- NAME</ oi d>
<i npl enent ati on>DB2. CUSTOVER_TABLE. NAME_COLUMNK/ i npl enment at i on>
</ data-field>
<data-fiel d>
<0i d>DATA- FI ELD- COUNTRY</ oi d>
<i npl enent ati on>DB2. CUSTOVER_TABLE. COUNTRY_COLUM\K/ i npl enent ati on>
</ data-field>
</ data-field-set>

<dat a- gr oup- set >
<dat a- gr oup>

<0i d>DATA- GROUP- CUST- CONTACT- | NFO</ oi d>

<el enent s>
<dat a-fi el d-i dr ef >#DATA- FI ELD- NAME</ dat a-fi el d-i dr ef >
<dat a-fi el d-i dref >#DATA- Fl ELD- EMAI L</ dat a-fi el d-i dref >
<dat a-fi el d-i dr ef >#DATA- FI ELD- COUNTRY</ dat a-fi el d-i dref >

</ el emrent s>
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</ dat a- gr oup>
</ dat a- gr oup- set >

<attribute-set>
<attribute>
<oi d>ATTRI BUTE- CUST- | S- CANADI AN</ oi d>
<i npl enent ati on>STORED_PROCS. Cust | sCanadi an</ i npl enent ati on>
</attribute>
</attribute-set>

<subj ect - set >
<subj ect >
<oi d>DATA- SUBJECT- CANADI AN- CUSTOVER</ oi d>
<dat a- gr oup- i dr ef >#DATA- GROUP- CUST- CONTACT- | NFO</ dat a- gr oup-i dr ef >
<attribute-specifier-set>
<attribute-specifier>
<attribute-idref>#ATTRI BUTE- CUST- | S- CANADI AN
</attribute-idref>
</attribute-specifier>
</attribute-specifier-set>
</ subj ect >
</ subj ect - set >
</ dat a- schema>

4.1. Data Fields

Data Fields represent atomic elements of data, such as columns in a database or hardcopies of resumes
in afiling cabinet. Data Fields consist only of the elementsin Table 1.

4.2. Data Groups

Data Groups represent aggregations of data. A Data Group may contain an <el ermrent s> element that
contains URI References to other Data Groups and/or Data Fields.

Table 3— Additional Attributesof PRML Data Group Objects

Element Description Datatype Cardinality

El ement s A collection of Data Group and Data Field references. Element Set 1

4.3. Data Attributes

Data Attributes are similar to Constraints in that they are evaluated at run-time. They are used to
specify which data in a Data Group belongs to a Subject. For example, consider a company that
wishes to express different declarations for the data handling policies of customer information from
different countries. One Data Group could identify customer information. Data Attributes could be
used to specify which data in the customer information Data Group is Canadian, which is Czech, and
so on. In this case, there would be multiple Attributes- ‘ Country is Canada and ‘Country is Czech
Republic’- used by multiple Subjects- ‘ Canadian customer,” and ‘ Czech customer.’
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4.4. Subjects

Subjects are a modeling abstraction which fosters the association of a Data Group with a particular
business view of that data group. This business view is implemented by zero or more Data Attributes.
For example, an organization may maintain customer related data within a database. Some policies
and procedures may only be applicable to a subset of the customers represented by the entire data set.
Subjects can represent such subsets.

Table 4 — Additional Attributesof PRML Subject Objects

Element Description Datatype Cardinality
dat a- group-i dref The set of data-elements which represent this subject DataGroup 0..1
attribute- The set of data attributes which distinguish this subject Attribute 0..1

speci fier-set Set

Note that the absence of an <at t ri but e- speci fi er - set > element is equivalent to asingle attribute
in the set that aways returns true. In this case, all data in the referenced Data Group belongs to that
Subject. Parameters can be passed to an Attribute using theat t ri but e- speci fi er-set.
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5. Declarations

A PRML Document contains multiple PRML declarations. Each declaration creates a permissible
relationship between PRML objects as defined in the Object Dictionary and Data Schema. Figure 4

depicts the relationships between the elements.

Figure4 — PRML Declaration Static Diagram

To build aset of al permissible relationships, the following agorithm is used:

Role Recipient Role Operation Purpose
* * " * *
<> Declaration kK>
1
*
> o Subject
1
1 1
* 1 * *
Constraint Specifier Transformation Specifier Action Specifier| Data Ko—m
K>+——
* *
1 1.* 1 *
Constraint Transformation Action Data Group

By default, no relationships are permissible. No Roles can do any Operations on any Data
Groups for any Purpose.

If adeclaration exists for arelationship, then that relationship is permissible.

A Declaration Object consists of the following elements:

Table5 — Attributes of PRML Declarations

Element Description Default if Datatype Cardinality
Cardinality =0
oid An identifier which must be n‘a String
unique across al declarations
nane A human-readable name n/a String 1
description A human- readable description n/a String .1
rol e-idref Reference by oid to the rolewhich  All Roles URI *
this declaration is permitting to Reference
interact with some data
operation-idref  Referenceby oidtotheoperation  All Operations URI *
which the specified roles are to Reference

be permitted to perform
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pur pose-i dr ef Reference by oid to the purpose All Purposes URI *
for which the specied roles can Reference
perform the specified operations
dat a- set A set of subject/data pairsto All Dataand All URI .1
which the declarations applies Subjects Reference
transformation- A transformation and (optionally) ~ No Class (See .1
speci fier corresponding parameters. The Transformation diagram
paramters are passed to the on the Data below)
function that implements the (equivalent to
transformation. the Identity
Transformation)
constraint - A set of constraints and No Constraints Class (See .1
speci fier-set (optionally) corresponding (equivalent to a diagram
parameters. The paramters are single Constraint below)
passed to the function that that aways
implements the constraint. returns true)
action- A set of actions and (optionally) No Actionisto Class (See L1
speci fier-set corresponding parameters. The occur. diagram
paramters are passed to the below)
function that implements the
action.
role-recipient-  Referenceby oidtotherolewhich  The Role(s) URI *
i dref receives the datain this referred to by Reference
declaration. role-idref isthe
recipient.
parent- Reference by oid to the parent Thisdéelarationis  URI 1
decl aration declaration (used if thisisan explicit. Reference
implicit declaration)
properties A set of name value pairs Thereareno Property Set L1
properties.

The <rol e-i dref >, <operation-idref>, <purpose-idref>, and <rol e-reci pi ent-idref>
elements are URI references (refer to chapter 1.3) to Roles, Operations, and Purposes Objects.  If
multiple <*-i dr ef > elements exist for a single declaration, the implied relationship is OR. For
example, if two <rol e-i dref > elements exist in one declaration, either role can do the specified
operation on the specified data for the specified purpose. In contrast, the implied relationship between
multiple constraint or action objects in a single declaration is AND. Actions, Constraints, and
Transformations can be provided parameters using the <par amet er - set > element, which is a sub-
eement of a <*-specifier> element. Implementations of Transformations, Constraints, and
Actions can use the parameters to alow re-use by multiple declarations. The format of such
parameters is not defined by this specification.

The <rol e-reci pi ent -i dr ef > element refers to the recipient role. For example, if a declaration
specifies that a marketing agent may send customer information to online advertising companies,
<rol e-reci pi ent-idref> would refer to the ‘online advertising company’ role, while <r ol e-
i dr ef > would refer to the ‘marketing’ role.

The <dat a- set > isa set of Data Group/Subject pairs for which a Declaration applies. For example, a
Declaration may apply to a Canadian customer’s (Subject) email address (Data Group). Note if no
subject is specified for a Data Group/Subject pair, the Declaration applies to the entire Data Group. A
PRML file isinconsistent and invalid if a Data Group/ Subject pair refers to a Data Group that does
not belong to the specified Subject, as defined in the Data Schema.
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Example Declar ation:

<decl arati on-set >
<decl arati on>
<oi d>DECLARATI ON- 001</ oi d>
<nanme>pur ge- enmai | </ nane>
<description>This declaration allows marketing and custoner support
agents to enter Canadi an and American customers’ email addresses. It
specifies that the email address nust be deleted in 30 days.
</ descri ption>
<rol e-i dr ef >#ROLE- MARKETI NG</ r ol e-i dr ef >
<rol e-i dref >#ROLE- CUSTOVER- SUPPORT</r ol e-i dr ef >
<oper ati on-i dr ef >#OPERATI ON- CREATE</ oper ati on-i dr ef >
<pur pose- i dr ef >#PURPOSE- DATA- M NI M ZATI ON</ pur pose-i dr ef >
<dat a- set >
<dat a>
<subj ect - i dr ef >#SUBJECT- CANADI AN- CUST</ subj ect -i dr ef >
<dat a- i dr ef >#DATA- CUST- EMAI L</ dat a-i dr ef >
</ dat a>
<dat a>
<subj ect - i dr ef >#SUBJECT- AMERI CAN- CUST </ subj ect -i dref>
<dat a- i dr ef >#DATA- CUST- EMAI L</ dat a-i dr ef >
</ dat a>
</ dat a/ set >
<action-specifier-set>
<action-specifier>
<oper ati on-i dr ef >#ACTI ON- PURGE</ oper at i on-i dr ef >
<property-set>
<property>
<nanme>Nunber Of DaysUnti | Del eti on</ nane>
<val ue type="retention-cal endar">30</val ue >
</ property>
</ property-set>
</ action-specifier>
</ action-specifier-set>
</ decl arati on>
</ decl ar ati on-set >

5.1.1. Explicit and Implicit Declarations

In the Object Dictionary, roles, operations, and purposes each form a static hierarchy using the
<ext ends> relationship (see chapter 3.1.1). When a declaration contains a reference to an object X
that has an <ext ends> relationship (the object X extends an object Y, for example), implicit
declarations exist. The implicit declarations may or may not explicitly appear in a PRML file.
However, if they do appear, the <par ent - decl ar ati on> element must appear and reference the
original declaration. If the original declaration is subsequently deleted from the PRML file, the
implied declaration must also be deleted.

For example, a PRML declaration ‘customer-care-agent can send email to customer’ uses operation
‘send email’. This operation may extend operation ‘read’. In order to send email a user will need
permission to read the customer’s email address. So the explicit declaration above leads to the implicit
declaration ‘ customer-care-agent can read email address.
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6. Example Privacy Policies Expressed in
PRML

The following examples are based on hypothetical privacy policies. Note that each privacy policy and
corresponding PRML document would be portions of a comprehensive set of policies.

6.1. Sample PRML Document A

The following policy is encoded in the PRML document below:

A customer care representative (role) may create (operation) a customer’s (subject) e-mail address
(data group) in order to create an account (purpose). This email address must be deleted from the
system no later than thirty days after its creation (action). A customer care representative (role)
may send email (operation) using a Canadian customer’s (subject) email address (data group) in
order to provide customer care (purpose) only if there is a pending transaction (constraint). A
software module called an operations agent (role) may delete (purpose) a customer’s (subject)
email address (data group) in order to satisfy the company’s minimal retention policy (purpose).

<?xm version="1.0" ?>
<! DOCTYPE prm SYSTEM "PRML DTDY prmi -v1. 0.dtd" >
<prm >
<RDF>
<Description />
</ RDF>
<di cti onary>
<rol e-set>
<rol e>
<oi d>ROLE- CUSTOVER- CARE- REP</ oi d>
<name>Cust oner care representative</nane>
<descri pti on>Custonmer care representative. This role is assigned to
all users of CRM systenx/description>
</rol e>
<rol e>
<oi d>ROLE- OPERATI ONS- AGENT</ oi d>
<nanme>0PERATI ONS- AGENT</ nanme>
<descri ption>A software nodul e that assures that all data held in the
custoner database respects nmininal retention guidelines.</description>
</rol e>
</rol e-set>

<oper ati on-set >
<oper ati on>
<o0i d>OPERATI ON- DELETE</ oi d>
<nane>Del et e</ nanme>
</ operati on>
<oper ati on>
<o0i d>OPERATI ON- CREATE</ oi d>
<nanme>Cr eat e</ nanme>
</ operati on>
<oper ati on>
<oi d>OPERATI ON- SEND- EMAI L</ 0i d>
<nanme>Send Emai | </ name>
<descri ption>emai |l correspondence</description>
</ operati on>
</ operati on-set >
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<pur pose- set >
<pur pose>
<oi d>PURPCSE- M NI MAL- DATA- RETENTI ON</ oi d>
<name>M ni mal data retention</nanme>
</ pur pose>
<pur pose>
<oi d>PURPCSE- PROVI DE- CUST- CARE</ oi d>
<name>pr ovi di ng custoner care</nane>
</ pur pose>
<pur pose>
<oi d>PURPCSE- CREATE- ACCOUNT</ oi d>
<name>Cr eat e account </ nanme>
</ pur pose>
</ pur pose- set >

<constraint-set>
<constraint>
<0i d>CONSTRAI NT- PENDI NG TRANSACTI ON</ oi d>
<nanme>There is an pendi ng transaction. </ name>
<i npl enent ati on>pendi ng-transacti on-exi st s</i npl enentati on>
</ constraint >
</ constraint-set>

<action-set >
<action>
<oi d>ACTI ON- PURGE- EMAI L- ADDRESS- Tl MER</ oi d>
<name>pur ge- enai | - addr ess-ti ner </ nane>
<i npl enent ati on>pur ge- emai | - address-ti mer</i npl enent ati on>
</ action>
</ action-set>
</di ctionary>

<dat a- schema>
<dat a-fi el d-set >
<data-fiel d>
<oi d>DATA- FI ELD- EMAI L</ oi d>
<name>enai | </ nanme>
<i npl enent ati on>Or acl eDB. schema. t abl e. ermai | </ i npl enent ati on>
</ data-field>
</data-field-set>

<dat a- gr oup- set >
<dat a- gr oup>
<oi d>DATA- GROUP- EMAI L</ oi d>
<nane>Cust oner Email Address</nane>
<el enent s>
<data-fiel d-idref>#DATA_Fl ELD- EMAI L</ data-fi el d-idref>
</ el emrent s>
</ dat a- gr oup>
</ dat a- gr oup- set >

<attribute-set>
<attri bute>
<oi d>ATTRI BUTE- CUSTOVER- COUNTRY></ oi d>

<description>This attribute takes in a parameter indicating a country

and returns true i f this cust oner is from the
country. </ descri ption>
<i npl enent ati on>St or edPr ocs. Cust oner Country</i npl enent ati on>
</attribute>
</attribute-set>

<subj ect - set >
<subj ect >
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<o0i d>SUBJECT- CANADI AN- CUSTOVER></ 0i d>
<dat a- gr oup- i dr ef >#DATA- GROUP- EMAI L</ dat a- gr oup-i dr ef >
<attribute-specifier-set>
<attribute-specifier>
<attribute-idref>#ATTRI BUTE- CUSTOVER- COUNTRY</ attri but e-i dr ef >
<property-set>
<property>
<nanme>Count r y</ nanme>
<val ue>Canada</ val ue>
</ property>
</ property-set>
</attribute-specifier>
</attribute-specifier-set>
</ subj ect >
<subj ect >
<oi d>SUBJECT- CUSTOMVER></ oi d>
<dat a- gr oup- i dr ef >#DATA- GROUP- EMAI L</ dat a- gr oup- i dr ef >
</ subj ect >
</ subj ect - set >
</ dat a- scherma>

<decl arati on-set >
<decl arati on>
<oi d>DECL- 1</ oi d>
<nanme>pur ge- emai | </ nane>
<rol e-i dr ef >#ROLE- CUSTOVER- CARE- REP</ r ol e-i dr ef >
<operati on-i dr ef >#OPERATI ON- CREATE</ oper ati on-i dref >
<pur pose- i dr ef >#PURPCSE- CREATE- ACCOUNT</ pur pose-i dr ef >
<dat a- set >
<dat a>
<dat a- gr oup- i dr ef >#DATA- GROUP- EMAI L</ dat a- gr oup-i dr ef >
<subj ect - i dr ef >#SUBJECT- CUSTOVER</ subj ect -i dr ef >
</ dat a>
</ dat a- set >
<action-specifier-set>
<action-specifier>
<action-idref >#ACTI ON- PURGE- EMAI L- ADDRESS- Tl MER</ act i on-i dr ef >
<property-set>
<property>
<name>pur ge- enuai | - addr ess</ nane>
<val ue type="retention-cal endar">30</val ue >
</ property>
</ property-set>
</ action-specifier>
</ action-specifier-set>
</ decl arati on>

<decl arati on>
<oi d>DECL- 2</ oi d>
<name>enai | - corr espondance</ nane>
<rol e-i dr ef >#ROLE- CUSTOVER- CARE- REP</ r ol e-i dr ef >
<oper ati on-i dr ef >#OPERATI ON- SEND- EMAI L</ oper ati on-i dr ef >
<pur pose- i dr ef >#PURPCSE- PROVI DE- CUST- CARE</ pur pose-i dr ef >
<dat a- set >
<dat a>
<dat a- gr oup- i dr ef >#DATA- GROUP- EMAI L</ dat a- gr oup-i dr ef >
<subj ect - i dr ef >#SUBJECT- CANADI AN- CUSTOVER</ subj ect - i dr ef >
</ dat a>
</ dat a- set >
<constraint-specifier-set>
<constraint-specifier>
<constrai nt-idref >#CONSTRAI NT- PENDI NG TRANSACTI ON</ const rai nt -
i dref>
<property-set>
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</ property-set>
</ constraint-specifier>
</ constraint-specifier-set>
</ decl ar ati on>

<decl arati on>
<oi d>DECL- 3</ oi d>
<name>emai | - cor r espondance</ nane>
<rol e-i dr ef >#ROLE- OPERATI ONS- AGENT</ r ol e-i dref >
<oper ati on-i dr ef >#OPERATI ON- DELETE</ oper ati on-i dref >
<pur pose-i dr ef >#¥PURPOSE- M NI MAL- DATA- RETENTI ON</ pur pose- i dr ef >
<dat a- set >
<dat a>
<dat a- gr oup- i dr ef >#DATA- GROUP- EMAI L</ dat a- gr oup-i dr ef >
<subj ect - i dr ef >#SUBJECT- CUSTOVER</ subj ect -i dr ef >
</ dat a>
</ dat a- set >
</ decl ar ati on>
</ decl ar ati on- set >
</prm >

6.2. Sample PRML Document B

The following policy is encoded in the PRML document below:

A marketing representative (role) may send email (operation) in order to do targeted advertising
(purpose).

Note that the following implicit declaration also exists in the PRML document:

A marketing representative (role) may read (operation) a customer’s (subject) email address (data
group) in order to do targeted advertising (purpose).

<?xm version="1.0" ?>

<! DOCTYPE prm SYSTEM "PRML DTD/ prm -v1.0.dtd">
<prm >

<RDF>

<Description />

</ RDF>

<di cti onary>
<rol e-set>
<rol e>
<oi d>ROLE- MARKETI NG</ oi d>
<name>MARKETI NG- REPRESENTATI VE</ nane>
<description>Marketing representative. This role is responsible for
conmuni cati ng pronotion canpai gns</descri ption>
</rol e>
</rol e-set>
<oper ati on-set >
<oper ati on>
<oi d>OPERATI ON- READ</ oi d>
<nanme>Read</ nanme>
</ operati on>
<oper ati on>
<o0i d>OPERATI ON- SEND- EMAI L</ 0i d>
<nanme>Send Emai | </ nane>
<ext ends>#OPERATI ON- READ</ ext ends>
</ operati on>
</ operation-set >
<pur pose- set >
<pur pose>
<oi d>PURPCSE- TARGETI NG</ oi d>
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<name>Tar get ed adverti si ng</ nane>
</ pur pose>
</ pur pose- set >
<constraint-set />
<transformation-set />
<action-set />
</di ctionary>

<dat a- schema>
<data-fi el d-set>
<data-fiel d>
<oi d>DATA- FI ELD- EMAI L</ oi d>
<name>custoner's enmil address</nane>
<i npl enent ati on>0r acl eDB. user schena. user dat a. enai | _addr ess
</i npl ement ati on>
</data-field>
</data-field-set>
<dat a- gr oup- set >
<dat a- gr oup>
<oi d>DATA- GROUP- EMAI L</ oi d>
<name>Cust oner Email| Address</nanme>
<el enent s>
<dat a-fi el d-i dr ef >#DATA_FI ELD- EMAI L</ data-fi el d-idref>
</ el ement s>
</ dat a- gr oup>
</ dat a- gr oup- set >
<attribute-set />
<subj ect - set >
<subj ect >
<oi d>SUBJECT- CUSTOMVER></ oi d>
<dat a- gr oup- i dr ef >#DATA_CGROUP- EMAI L</ dat a- gr oup-i dr ef >
</ subj ect >
</ subj ect - set >
</ dat a- schenma>

<decl ar ati on-set >
<decl arati on>
<oi d>Decl ar ati on- 1</ oi d>
<nanme>Readi ng ermi| address to provide targeted adverti sing</nane>
<rol e-i dr ef >#ROLE- MARKETI NG</ r ol e-i dr ef >
<oper at i on-i dr ef >#OPERATI ON- READ</ oper ati on-i dr ef >
<pur pose- i dr ef >#PURPOSE- TARGETI NG</ pur pose-i dr ef >
<dat a- set >
<dat a>
<dat a- gr oup- i dr ef >#DATA- GROUP- EMAI L</ dat a- gr oup-i dr ef >
<subj ect - i dr ef >#SUBJECT- CUSTOVER</ subj ect -i dr ef >
</ dat a>
</ dat a- set >
</ decl ar ati on>
</ decl ar ati on-set >

</prm >
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7. Future work

7.1. Commonly Used Objects and Declarations

A base set of commonly used objects and declarations will be provided to simplify the creation of
PRML documents. For example, a certain number of declarations will be required in any privacy
policy that follows the Fair Information Practices.

A language without usage guidelines is difficult to use. The base declarations along with base objects
create a framework for development of more rich and customized declarations.

Some examples of base objects are;
Role: Marketing role
Data Group: Contact info
Data Group: Email address
Subject: Customer
Purpose: Targeted marketing
An example of abase declaration is:

A privacy architect (role) can modify (operation) a PRML document (data group) for any reason
(purpose). Immediately after this occurs, al current customers must be notified (action).

7.2. Transformations

The syntax for transformations requires completion. Should multiple transformation objects apply to a
single declaration, where each transformation object transforms a specific data field, or should one
transformation object apply to a single declaration and accept parameters for each data-field?

7.3. Assigning Declarations on Query Results

In order to formalize some policy declarations one must refer to the aggregated data structures. It is
conceivable to specify a declaration that allows access to the aggregated data structure while
prohibiting the access to the very data required to produce aggregated resullt.

Example: Frequent flier points are collected for every transaction completed by the customer. The
total number of pointsis not stored in the database, but retrieved from the database as a sum of points
in all transactions. The role ‘customer representative' is allowed to read the total number of points. The
sameroleisn't allowed to read details of individual transactions.

7.4. Declarations on Level of Generalization

Some policy declarations allow a role full access to personal information for the purpose of data
mining with the condition that people do not run queries that identify an individual. Such declarations
must constrain the minimum number of records returned by a query.
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Example: An archiving agent's goa is to populate a data warehouse with historical data on
individuals. This role has access to an entire database (with the exception of individual's names), but
isn't permitted to run queries that will uniquely identify individuals.

7.5. Integrating RDF with PRML

PRML is currently using a sub-set of the Resource Definition Framework (RDF)
(http://www.w3c.org/RDF. The use of RDF may be expanded to provide meta-data on the more
granular level of PRML objects and declarations.

7.6. Extending the Model for Roles

The data model of PRML roles is not sufficiently expressive to allow formalizing a number of privacy
policies. For example, no clean way to represent role delegation exists in the language.

7.7. Reconsidering the <extends> Element

The <ext ends> element is treated dlightly differently for roles and purposes than it is for operations.
In the case of roles and purposes, if an object X extends an object Y, then the existence of adeclaration
referring toY implies the existence of a declaration referring to X. In the case of operations, if an
object X extends an object Y, then the existence of a declaration referring to X implies the existence of
adeclaration referring to Y. Perhaps a different element should be used to highlight this difference.
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8. Appendices

8.1. Acknowledgements

The PRML Data Schema (see chapter 4. ) was derived, in part, from the P3P specification
(http://www.w3.org/ TR/P3P/).

The XML DTD is generated from the UML drawings according to a set of rules derived from
the Customer Profile Exchange (CPExchange) specification and are described in the
remainder of this chapter.

8.2. UML to XML Mapping

PRML is an XML application. Currently, the XML representation is defined in XML Document Type
Definition (DTD) files.

Firstly, primitive data types are defined to indicate how #PCDATA values should be constrained to
match the XML Schema data types. Some of these are the built-in data types defined by the XML
Scheme Datatypes standard. Others are PRML definitions of new XML Scheme generated data types.
The intent of the constraints imposed by each data type is either documented in this specification or
referenced to in other standards. The XML 1.0 DTD cannot express the data type constraint; instead,
the data type is represented with a parameter entity reference. For example:

<!-- Primitive Types. they match the XML Scheme Data Types -->
<IENTITY % timelnstant "#PCDATA">

A class may be represented by two ENTITY definitions in the DTDs. One ENTITY expresses the
content of the class (if any), while the other ENTITY expresses programmatic attributes of the class (if
any). Subclass entities include superclass entities. Data and relationships, which are the core of the
language concepts, are expressed as the content of the relevant class and are represented by element
ENTITY definitions. XML attributes, on the other hand, are used to express meta-data about the
construct, or instructions to the tools, which must process the construct. Where a class has member
values, they are defined following the ENTITY definitions for the contents of that class. For example:

<l-- Identifiable Mxin Cass -->
<IENTITY %ldentifiable " oid">
<l-- properties -->
<! ELEMENT oid (%ey;)>
<!-- External Reference-Attr
(describes classes with nmeta-data telling the tool to inmport data from
an external resource -->
<IENTITY % Ext er nal Ref erence-Attrs " external -ref CDATA #|l MPLI ED" >

<l-- Role O asses -->
<IENTITY % Rol e-Set " role*">
<IENTITY % Rol e-Set-Attrs " %xternal Reference-Attrs;, ...">

<! ELEMENT rol e-set (%ol e-Set;)>

<! ATTLI ST rol e-set (%Rol e- Set Attrs)>
<IENTITY % Role " %dentifiable;, ...">
<! ELEMENT role (%ol e;)>
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8.3. PRML Static Diagram
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8.4. PRML DTDs
8.4.1. prml-v1.0.dtd

<l--
$1d: prnl-v1.0.dtd,v 1.2 2001/06/16 18:37:04 roger Exp $
PRML v1.0 DTD
Conpl ete Privacy Rights Markup Language DTD Version 1 with all el enents
and entities defined in the standard.
-->
<l-- include all the PRML definitions -->

<IENTITY % type-defs SYSTEM" prm -v1.0-types.dtd">
% ype- def s;

<IENTITY % support-defs SYSTEM" prm -v1l. O-sup.dtd">
Y%support -defs;

<IENTITY %rol e-defs SYSTEM" prm -v1.0-rol es. dtd">
% ol e- def s;

<IENTITY % operation-defs SYSTEM" prnl -vl. 0-ops.dtd">
%oper ati on-defs;

<IENTITY % purpose-defs SYSTEM " prnl -v1. O- purpose. dtd">
%pur pose- def s;

<IENTITY % rdf-defs SYSTEM" prm -v1l. O-rdf.dtd">
% df - def s;

<IENTITY % dat a-defs SYSTEM " prm -v1. 0-data.dtd">
%dat a- def s;

<IENTITY % constraint-defs SYSTEM" prm -v1. 0-constraint.dtd">
%onstraint - def s;

<IENTITY %transformati on-defs SYSTEM" prm -v1l.0-trans.dtd">
% r ansf or mat i on- def s;

<IENTITY % action-defs SYSTEM" prm -v1. 0-action.dtd">
%action-def s;

<IENTITY % decl arati on-defs SYSTEM " prm -v1. 0-decl.dtd">
%lecl arati on-defs;

<l-- define root docunent elenent -->

<IELEMENT prm (RDF, prm-inport*, dictionary, data-schemn, declaration-
set) >

<l-- define dictionary elenent -->
< ELEMENT dictionary (role-set, operation-set, purpose-set, constraint-
set?, transformation-set?, action-set?)>
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<IENTITY % Prm | nport Reference " external -ref-locati on CDATA #REQUI RED" >

<! ELEMENT prm -inport EMPTY>
<I ATTLI ST prm -inport %°rm | mport Ref erence; >

8.4.2. prml-v1.0-rdf.dtd

<l--
$1d: prml-v1.0-rdf.dtd,v 1.2 2001/06/16 18:37:04 roger Exp $
This file defines the header of PRWML docunent. RDF syntax is used to
i ncl ude docunment netadata. See http://ww. w3.org/RDF/ for nore
i nf ormati on.
-->

<! ELEMENT RDF (Description)>

<! ELEMENT Description (title?, creator?, date?)>
< ELEMENT title (%tring;)>

<! ELEMENT creator (%tring;)>

<! ELEMENT date (%tring;)>

8.4.3. prml-v1.0-sup.dtd

<l--

$1d: prm-v1. 0-sup.dtd,v 1.2 2001/06/16 18:37:04 roger Exp $

PRML suppl enental definitions and decl arations, derived from
CPExchange

To incorporate the elenents in this file into a higher |evel docunent
structure, the root, (or some other) el enent of the new docunent should
include the elements as desired. This file inposes no structure on the
use of these elenents.

-->

<IENTITY % ldentifiable " oid">
<l-- properties -->
<! ELEMENT oid (%ey;)>

<IENTITY % Naned " nanme?">
<l-- properties -->
<! ELEMENT nane (%tring;)>

<IENTITY % | npl enentabl e " inplementation?">
<l-- properties -->
<! ELEMENT i npl enentation (%tring;)>

<IENTITY % Descri bable " description?">
<l-- properties -->
<! ELEMENT description (%tring;)>

<IENTITY % Hi erarchical " extends?">
<l-- properties -->
<! ELEMENT extends (%ey;)>

<IENTITY % Versi onable " version?" >
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<l-- properties -->
<! ELEMENT version (%tring;)>

<IENTITY % Ext er nal Ref erence-Attrs " external -ref-|ocati on CDATA #| MPLI ED' >
<IENTITY % TypeAttribute " type CDATA #l MPLI ED" >
<IENTITY % HasVal ue " val ue">

<! ELEMENT val ue (%string;) >
<! ATTLI ST val ue %ypeAttribute; >

<IENTITY % PropertyContai ner " property-set?">
<! ELEMENT property-set (property*)>
<! ELEMENT property (9%\aned;, %asVal ue;)>

<IENTITY % PRMLCbj ect " 9% dentifiable;,
9Naned; ,
%escri babl e;,
% npl enment abl e; ,
%°r oper t yCont ai ner;" >
<IENTITY % ActiveObject " %RM.Object;" >
<IENTITY % StaticObject " %RM.Obj ect;, % erarchical ;" >

<IENTITY % Specifier " 9%ropertyContainer;" >

8.4.4. prml-v1.0-types.dtd

<l--

$1d: prml-vl1.0-types.dtd,v 1.1 2001/ 06/ 14 18:43:16 corey Exp $

File: prm-vl1l. O-types.dtd

Privacy Ri ghts Markup Language DTD Version 1 Datatypes include file.
To use declare this file as an ENTITY and include it in the dtd
that uses these definitions.

Borrowed from CPExchange

-->
<l-- primtive XM. Schena data types -->

<IENTITY % real "#PCDATA">

<IENTI TY % bool ean " #PCDATA" >

<IENTITY % | anguage " #PCDATA" >

<l-- RFC 1766 format -->

<IENTITY % string "#PCDATA">

<l-- | SO 10646 uni code -->

<IENTITY % uri Ref erence "#PCDATA">

<!-- Uni form Resource Locator, |ETF RFC 1738 -->

<l-- generated builtin XM. Schena data types -->

<IENTITY % decimal " %eal;">

<IENTITY % integer " %lecimal;">

<IENTITY % non-negative-integer " % nteger;">
<IENTITY % non-positive-integer " % nteger;">
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<IENTITY % positive-integer " %on-negative-integer;">
<IENTITY % negative-integer " %on-positive-integer;">
<IENTITY % nmine " %tring;">

<I-- user defined types representing enunerated el ement val ues -->

<IENTI TY % Enum " #PCDATA" >

<IENTITY % OpenEnum " %Enum ">

<IENTITY % Cl osedEnum " %Enuny ">

<IENTITY % CountryCodeEnum " % osedEnum ">

<!-- user defined sinple data types -->
<IENTITY % key " %tring;">

<l-- string value is any supplier-specific object identifier -->

<l-- property extensibility type -->
<IENTITY % Property " %tring;">

<IENTITY % PropertyAttrs " nane CDATA #REQUI RED enunlype CDATA #| MPLI ED' >

8.4.5. prml-v1.0-data.dtd

<l--
$1d: prnl-vl. 0-data.dtd,v 1.2 2001/06/16 18:37:04 roger Exp $
This file describes the high | evel constructs that nake up a PRML data
definition. 1t depends on the DID files which define the basic and
suppl emental types. To use this file, declare it as an ENTITY and
include it.
To incorporate the elenents in this file into a higher |evel docunent
structure, the root, (or some other) elenent of the new docunment should
include the elenments as desired. This file inposes no structure on the
use of these el enents.

-->

<l-- Bring in Attribute definitions -->

<IENTITY %attri bute-defs SYSTEM" prm -vl.0-attribute.dtd">
Y%attribute-defs;

<!--Define the other stuff that goes in the data schema -->
<IENTITY % Dat aEl enrent " %RM.Obj ect; ">
<IENTITY % Dat aFi el d " %at aEl ement ; ">

<IENTITY % Dat aGr oup " 9PDat aEl ement;, el enents">
<! ELEMENT el enents ((data-field-idref|data-group-idref)*)>

<IENTITY % Subj ect " YPRMLOj ect ;
dat a- gr oup-i dref,
attribute-specifier-set?">

<! ELEMENT data-field (%ataField;)>
<! ELEMENT dat a- group (%bat aG oup; ) >
<! ELEMENT subj ect (%Subj ect ;) >

<! ELEMENT data-field-set (data-field*)>

Privacy Rights Markup Language Specification —v0.9
Copyright © 2001 Zero-Knowledge Systems Inc. All rights reserved.

Zero-Knowledge Confidential.

Page 32 of 37



<! ELEMENT dat a- gr oup-set (data-group*)>
<! ELEMENT subj ect - set (subj ect*) >

<! ELEMENT dat a- scherma (data-fi el d-set,
dat a- gr oup- set,
attri but e-set,
subj ect-set) >
<I-- To refer data elenents by oid use the follow ng el enent types -->
<! ELEMENT dat a- group-idref (%ey;) >
<! ELEMENT data-field-idref (%ey;) >
<! ELEMENT subj ect-i dref (%ey;) >
<!-- Used by declarations -->

<! ELEMENT dat a-set (data*)>
<! ELEMENT data (data-group-idref, subject-idref?)>

8.4.6. prml-v1.0-decl.dtd

<l--

$ld: prm-vi1.0-decl.dtd,v 1.2 2001/06/16 18:37:04 roger Exp $

This file describes the high | evel constructs that nake
up a PRML rule declaration. |t depends on the DID files
whi ch define the basic and suppl enental types.

To use this file, declare it as an ENTITY and include it.

To incorporate the elenments in this file into a higher |eve
docunment structure, the root, (or some other) elenent of the
new docunment should include the elenents as desired. This
file inmposes no structure on the use of these el enments.

-->

<IENTITY % Decl arationSet " declaration*">
<IENTITY % Decl aration " %RM.Obj ect;,
% erarchical ;,
rol e-idref*,
operation-idref*,
pur pose-idref*,
recipient-idref*,
dat a- set ?,
constraint-specifier-set?,
transformati on-specifier-set?,
action-specifier-set?">

<! ELEMENT decl arati on-set (%becl arationSet;)>

<! ELEMENT decl arati on (%becl aration;)>

8.4.7. prml-v1.0-roles.dtd

<l--

$1d: prmi-v1.0-roles.dtd,v 1.2 2001/ 06/ 16 18:37:04 roger Exp $
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This file describes the high | evel constructs that nake up a PRM. rol e
definition. It depends on the DID files which define the basic and
suppl emental types. To use this file, declare it as an ENTITY and
include it.

To incorporate the elenents in this file into a higher |evel docunent
structure, the root, (or some other) el enent of the new docunent should
include the elements as desired. This file inposes no structure on the
use of these elenents.

-->
<IENTITY % Rol eSet " role*">
<IENTITY % Role " ¥%BtaticObject;">
<! ELEMENT rol e-set (%ol eSet;)>
<IELEMENT role (%ol e;)>

<l-- To refer to roles by oid use the follow ng el ement types -->

<! ELEMENT rol e-idref (%ey;)>
<! ELEMENT recipient-idref (%ey;)>

8.4.8. prml-v1.0-ops.dtd

<l--

$1d: prml-vl1l.0-ops.dtd,v 1.2 2001/06/16 18:37:04 roger Exp $

This file describes the high | evel constructs that nake
up a PRML operation definition. |t depends on the DID files
whi ch define the basic and suppl enental types.

To use this file, declare it as an ENTITY and include it.

To incorporate the elements in this file into a higher |eve
docunent structure, the root, (or sone other) elenent of the
new document should include the elenents as desired. This
file inmposes no structure on the use of these elenents

-->

<IENTITY % OperationSet " operation*">
<IENTITY % Qperation " 9%BtaticCObject;">

<! ELEMENT operation-set (%perationSet;) >
<! ELEMENT operation (%peration;)>

<I-- To refer to an operation by its oid use the follow ng el enent type -->
<! ELEMENT operation-idref (%ey;) >

8.4.9. prml-v1.0-purpose.dtd

<l--
$ld: prm-vl. 0-purpose.dtd,v 1.2 2001/06/16 18:37:04 roger Exp $
This file describes the high | evel constructs that nake
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up a PRML purpose definition. It depends on the DID files
whi ch define the basic and suppl enental types.

To use this file, declare it as an ENTITY and include it.

To incorporate the elements in this file into a higher |eve
docunent structure, the root, (or sone other) elenent of the
new document should include the elenents as desired. This
file inmposes no structure on the use of these elenents

S

<IENTITY % PurposeSet " purpose*">
<IENTITY % Purpose " %staticCObject;">

<! ELEMENT pur pose-set (%urposeSet;) >
<! ELEMENT pur pose (%Purpose;)>

<I-- To refer to an operation by its oid use the follow ng el enent type -->
<! ELEMENT purpose-idref (%ey;) >

8.4.10. prml-v1.0-constraint.dtd

<I--
$1d: prm-vl.0-constraint.dtd,v 1.2 2001/06/16 18:37:04 roger Exp $
This file describes the high |evel constructs that nake up a PRML
constraint definition. It depends on the DID fil es which define the
basi ¢ and supplenental types. To use this file, declare it as an

ENTI TY

and include it.
To incorporate the elenents in this file into a higher |evel docunent
structure, the root, (or some other) elenent of the new docunment should
include the elenents as desired. This file inposes no structure on the
use of these el enents.

-->

<IENTITY % ConstraintSet " constraint*">
<IENTITY % Constraint " %ActiveObject;">

<! ELEMENT constraint-set (% onstraintSet;) >

<! ELEMENT constraint (% onstraint;)>

<I-- Use HasConstraints when an el enent includes references to constraints
<!EIENENT constraint-specifier-set (constraint-specifier*)>

<! ELEMENT constrai nt-specifier (constraint-idref, %pecifier;)>

<I-- To refer to an operation by its oid use the follow ng el enent type -->
<! ELEMENT constraint-idref (%ey;)>
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8.4.11. prml-v1.0-trans.dtd

<l--
$ld: prm-v1.0-trans.dtd,v 1.2 2001/06/16 18:37:04 roger Exp $
This file describes the high | evel constructs that nmake up a PRML
transformation definition. It depends on the DID files which define
the basic and supplenmental types. To use this file, declare it as an
ENTITY and include it.
To incorporate the elenents in this file into a higher |evel docunent
structure, the root, (or some other) el enent of the new docunent should
include the elements as desired. This file inposes no structure on the
use of these el ements.

-->

<! ELEMENT transformation-set (transformation*) >

<! ELEMENT transformation ( % dentifiable;
%Naned; ,
% npl enent abl e; ,
%Descri babl e;) >

<! ELEMENT transfornmation-specifier-set (transformation-specifier*)>

<! ELEMENT transformati on-specifier (transformation-idref,
%°r opertyCont ai ner;)>

<! ELEMENT transformation-idref (%ey;)>

8.4.12. prml-v1.0-action.dtd

<l--

$ld: prm-vil.0-action.dtd,v 1.2 2001/06/16 18:37:04 roger Exp $

This file describes the high level constructs that make up a PRW
action

definition. It depends on the DID files which define the basic and

suppl emental types. To use this file, declare it as an ENTITY and

include it.

To incorporate the elenents in this file into a higher |evel docunent
structure, the root, (or some other) el enent of the new docunent should
include the elements as desired. This file inposes no structure on the
use of these elenents.

<IENTITY % ActionSet " action*">
<IENTITY % Action " %ActiveCbject;">

<! ELEMENT action-set (%ActionSet;) >
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<! ELEMENT action (%Action;)>
<! ELEMENT action-specifier-set (action-specifier*)>
<! ELEMENT action-specifier (action-idref, %Bpecifier;)>

<l-- To refer to an action by its oid use the follow ng el enent type -->
<! ELEMENT action-idref (%ey;)>

8.4.13. prml-v1.0-attribute.dtd

<l--
$1d: prnl-vl.0-attribute.dtd,v 1.1 2001/06/16 18:37:04 roger Exp $
This file describes the high | evel constructs that nmake up a PRML
attribute definition. It depends on the DID files which define the
basi ¢ and suppl enental types. To use this file, declare it as
an ENTITY and include it.
To incorporate the elenents in this file into a higher |evel docunent
structure, the root, (or some other) el enent of the new docunent should
include the elements as desired. This file inposes no structure on the
use of these elenents.

-->

<IENTITY % AttributeSet " attribute*">
<IENTITY % Attribute " %A\ctiveCbject;">

<l ELEMENT attribute-set (%AttributeSet;) >

<l ELEMENT attribute (%Attribute;)>

<! ELEMENT attribute-specifier-set (attribute-specifier*)>

<l ELEMENT attribute-specifier (attribute-idref, %gpecifier;)>

<I-- To refer to an attribute by its oid use the follow ng el enent type -->
<! ELEMENT attribute-idref (%ey;)>
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